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4. RESPONSIBILITIES
1
INTRODUCTION  

The purpose of this policy is to inform all staff of their responsibilities when undertaking clinical photography and/or video within the Trust, to provide information and guidance and to ensure the Trust meets its legal obligations. 
2
KEY PRINCIPLES 
2.1 
In this policy the term ‘clinical photography’ is used to refer to photography (conventional film, digital) and videography. Refer to the CCTV Policy for guidance in that area. It does not cover photography taken for Public Relations or Corporate purposes.

2.2 For the purpose of this policy a clinical image can be identified as any one of the following:-
2.2.1
Clinical photographs of a patient.
2.2.2
Video images, either digital or analogue, of a patient. 

2.2.3
Transparency and negative film.
2.2.4
Video tape or digital media such as a CD/DVD that capture an identifiable image of a patient.
2.3 
For the purposes of this policy an electronic or digital image can be defined as those which are held in a digital format, including images scanned into a computer or network.

2.4 
Wrightington, Wigan and Leigh Teaching Hospital NHS Foundation Trust (WWL) is reliant on clinical images that are captured, stored and processed for supporting patient care, education and training of staff and in conducting research. 

2.5 
When dealing with clinical images it is important that a patient’s right to confidentiality is protected. Breach of confidentiality may well amount to serious professional misconduct with inevitable disciplinary consequences and could result in substantial financial damages. Special care must be taken to ensure that patient and business information is not compromised, and that the Trust complies with legal and statutory requirements.

2.6

Clinical images taken must be protected from unauthorised use, disclosure or destruction, and patient confidentiality maintained at all times.

2.7
This policy does not extend to images that are captured during clinical procedures, such as MRI scans and x-rays or any other image whose sole purpose is to assist in reaching a diagnosis and images of internal organs.

2.8  
Any breach of, or refusal to comply with, this policy is a disciplinary  offence, which may lead to disciplinary action in accordance with the Trust’s TW10-097 Disciplinary Policy up to, and including, dismissal without notice in appropriate circumstances.

2.9    
This policy is in addition to other policies of the Trust, such as the Information Security Policy, and must be used with reference to these other policies. All images will be stored in accordance with the Data Protection Act, 1998.

3 RESPONSIBILITIES

3.1 
Trust Board  
3.1.1
The Trust Board is responsible for appointing a director as the Board representative who is accountable for Health Record Management.  

3.1.2
Executives are responsible for supporting the application of health record management policies throughout the organisation, and for ensuring that there are clear lines of accountability.  
3.1.3
The Executive Lead for Health Records is the Medical Director 
3.2 
The Caldicott Guardian
3.2.1
The Caldicott Committee recommended that NHS organisations should be held accountable, through clinical governance, for continuously improving confidentiality and security procedures governing access to, and storage of, patient information.

3.2.2
A ‘Caldicott Guardian’ is responsible for approving and ensuring that the Trust has the national and local guidelines/protocols on the handling and management of confidential personal information in place. 
3.2.3
The Caldicott Guardian for WWL appointed by the Board, is the Medical Director.
3.3
Directorate and Departmental Managers/System Administrators


Managers/administrators in all directorates/departments must ensure that their staff are aware of 

3.3.1
The vital role that photographic images play in delivering health care and supporting corporate and legal processes 

3.2.2 Their personal responsibilities for any photographic health records they create or use
3.2.3 Importance of adherence to local policies and procedures

3.2.4 The importance of photographic media sensitivity/handling
3.4
Individual Members of Staff

3.4.1
Individuals within an NHS organisation are responsible for any records they create or use.  

3.4.2
Everyone working for, or with, the NHS who documents, handles, stores or otherwise comes across information has a personal common law duty of confidence. 

3.4.3
The Data Protection Act, places statutory restrictions on the use of personal information, including health information, irrespective of its medium.  Accordingly, all staff are directly responsible and accountable for keeping accurate and complete documents of their activities and ensuring all records, which includes photography and videography of patients, is kept confidentially and stored securely at all times.
4 PHOTOGRAPHIC EQUIPMENT

4.1   
Staff must not use Mobile phones to capture photographs or video, even with the patients consent, unless it is performed on a WWL Trust Approved App and GDPR safe e.g. PANDO. These images must wherever possible be uploaded to the patient record. Contact Medical Illustration in the first instance for guidance. Images must not be saved on the cloud or on the phone memory.

4.2 Patient Mobile phone images emailed to consultants with full consent can be uploaded to the patient record after discussion with Medical Illustration.

4.3 Cameras built into laptops must not be used to capture still or moving images, even with the patient’s consent.
4.4 All cameras used for patient clinical photography (other than those used in ophthalmic and endoscopic or other interventional photographic procedures) must be registered with the Medical Illustration Department and include an accurate record of the number of memory cards in use (see Appendix 2).
4.5 Cameras must only be purchased after consultation with the Medical Illustration Department. 

4.6 Personal cameras must not be used on site for clinical photography of patients in any circumstances even with the patient’s consent. The use of such cameras poses a risk to the Trust and the potential loss of data. 

4.7 Personal memory cards and any other personal removal data storage device e.g. CD-ROM and USB memory sticks must not be used in Trust Cameras under any circumstances.

4.8 Conventional film cameras must not be used to photograph patients. This is because the Trust has no arrangement with outside laboratories that ensures patient confidentiality.

4.9 Polaroid cameras must no longer be used.    

4.10 Equipment used in clinical areas must be used with clean hands to avoid contamination.                 

5.
HUMAN RIGHTS ACT


Implications of the Human Rights Act have been taken into account in the formulation of this Policy and they have, where appropriate been fully reflected in its wording.
6.
INCLUSION AND DIVERSITY


The Policy has been assessed against the Equality Impact Assessment Form from the Trust’s Equality Impact Assessment Guidance and, as far as we are aware, there is no Impact on any protected characteristics.

7.
MONITORING AND REVIEW 


As part of the registration process individuals or groups of staff who undertake clinical photography will be required to nominate lead representatives in this area to ensure this policy is adhered to and to keep accurate records of staff involved. The Medical Illustration department will be available to offer advice.

8.
ACCESSIBILITY STATEMENT

This document can be made available in a range of alternative formats e.g. large print, Braille and Audio cd. 


For more details please contact the HR Department on (01942) 77(3766) or Email equalityanddiversity@wwl.nhs.uk
Appendix 1

References and further information

· The Information Governance policies & procedures found on the Intranet.
· Health Records Retention & Destruction Policy.

· Information Management and Technology (IM&T) Removable Computer Media Policy (e.g.: CD’s, floppy disks, Memory Sticks

· Chaperone Policy
Further guidance regarding the Medical Illustration Department and photography/videography of patients can be located on the following website: 


www.imi.org.uk/lawethics/law-ethics01.asp
          Further information relating to Clinical Photography and Videography please contact the Head of Medical Illustration Department.


Helen Cunliffe

Acting Manager

Medical Illustration


Ground Floor old Pharmacy

Thomas Linacre Centre


Wigan


WN1 1RU


Helen.cunliffe@wwl.nhs.uk

For further guidance on copyright issues please contact The Library Servicers Manager, Medical Education Centre, RAEI.          
Appendix 2 –

 Camera User Registration Form – Clinical Photography

	Lead person responsible for camera equipment and memory card storage

	Print Name:

Contact Details:



	Date:

	

	
Location where photography is to  be undertaken 
Will the images need uploading to PACS/EPR ?                                   

	

	List all staff who take photographs 
	Photographer(s) Print full names
-

-
-

	Make and model number of camera(s)

	                                            Serial numbers

A)                                -

B)                                -



	Number of Memory cards in current use:

	

	A secure storage area will need to be created and shared by both you the Medical Illustration Team (if this does not already exist)


	Please contact Medical Illustration Department to discuss this prior to capturing images.

Ext 4324



	A risk assessment on the storage of the camera and memory cards must be undertaken before

photographs are taken in your department or area


	Date of Risk assessment:…….../……..…/……….

Assessment completed by:………………………..

	Please confirm that you have read the Trust’s 

Photographic and Videographic Recording Policy and SOP
	Name:……………………………………..(print)

Signature:…………………………. Date:…………….

	For M.I. Office use only:

Received:

Replied:


	


 

This form is to be completed by all staff who under-take Patient Clinical Photography whilst in the employment of Wrightington Wigan & Leigh teaching Hospitals NHS Foundation Trust
Please forward this completed form to the Medical Illustration Department, Leigh infirmary, the Avenue, Leigh WN7 1HS. 
6
Equality Impact Assessment Form 

STAGE 1 - INITIAL ASSESSMENT
	For each of the protected characteristics listed answer the questions below using 

Y to indicate Yes and 

N to indicate No

	Protected Characteristics
	Reasons for negative / positive impact

	
	Male / Female
	Age
	Ethnicity
	Learning Disability
	Hearing Impairment
	Visual Impairment
	Physical Disability
	Mental Health
	Gay / Lesbian / Bisexual
	Transgender
	Religion / Belief
	Marriage / Civil Partnership
	Pregnancy & Maternity
	Carers
	

	Does the policy have the potential to affect individuals or communities differently in a negative way?
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	

	Is there potential for the policy to promote equality of opportunity for all / promote good relations with different groups – Have a positive impact on individuals and communities.
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	

	In relation to each protected characteristic, are there any areas where you are unsure about the impact and more information is needed?
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N
	N


	If Yes, please state how you are going to gather this information.


	Job Title
	Acting Head of Medical Illustration
	Date
	January 2021


IF ‘YES an NEGATIVE IMPACT’ IS IDENTIFIED -  A Full Equality Impact Assessment STAGE 2 Form must be completed. This can be accessed via  http://intranet/Departments/Equality_Diversity/Equality_Impact_Assessment_Guidance.asp
Please note:  As a member of Trust staff carrying out a review of an existing or proposal for a new service, policy or function you are required to complete an EIA.  By stating that you have NOT identified a negative impact, you are agreeing that the organisation has NOT discriminated against any of the protected characteristics.  Please ensure that you have the evidence to support this decision as the Trust will be liable for any breaches in Equality Legislation.  
7
Appendix 4
POLICY MONITORING AND REVIEW ARRANGEMENTS
	Para
	Audit / Monitoring requirement
	Method of Audit / Monitoring
	Responsible person
	Frequency of Audit
	Monitoring committee
	Type of

Evidence
	Location

where evidence is held 

	
	To monitor camera usage & image storage mechanisms.


	Registration of camera users


	Head of dept.
Currently Helen Cunliffe
	Ongoing


	Caldicott Committee
	Paper records of registrants.


	Medical Illustration Department.



	
	To provide support to camera users in storing of images.


	Supplies team to contact Medical Illustration before new cameras purchased
	Head of dept.

Currently Helen Cunliffe
	Users contact department to advise images been taken.
	Caldicott Committee
	Electronically stored clinical images
	Secure shared electronic resource area in use.


8
AT ALL TIMES, STAFF MUST TREAT PATIENTS WITH RESPECT 


AND UPHOLD THEIR RIGHT TO PRIVACY AND DIGNITY.
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